
Developing AI Responsibly



“AI isn’t just another piece of 
technology.  It could be one 
of the world’s most 
fundamental pieces of 
technology the human race 
has ever created.” 

   -Satya Nadella 





AI will have a considerable impact on business and 
society as a whole 



But this impact raises a host of complex and 
challenging questions 

How do we design, build, and use AI 
systems that create a positive impact on 
people and society?  

How do we best ensure that AI is 
guarantees key properties such as 
fairness, privacy and safety?  

How can we keep pace with the rate of 
innovation? 

How do we support the diversity of 
applications? 



Report







Responsible AI is a complex and broad topic 



State of the Art in Industry 

 
 
 
 
 
People   
Bring in domain expertise and 
diversity 
 

 
 
 
 
 
Process 
Focus on processes, best 
practices, and reviews 

 
 
 
 
Measure 
Emphasize analysis and 
testing 

 



Beyond 
Accuracy 

Accuracy 

Performance 

Cost 

Fairness 

Inclusiveness 

Privacy 

Security 

Safety 

Reliability 



Machine Learning on Azure 
Domain Specific Pretrained Models 
To reduce time to market 

Azure  
Databricks 

Machine  
Learning VMs 

Popular Frameworks 
To build machine learning and deep learning solutions  

TensorFlow Pytorch Onnx 

Azure Machine 
Learning 

Language Speech 

… 

Search Vision 

Productive Services 
To empower data science and development teams 

Powerful Infrastructure 
To accelerate deep learning 

Scikit-Learn 

PyCharm Jupyter 

Familiar Data Science tools 
To simplify model development  

Visual Studio Code Command line 

CPU GPU FPGA 



Fairness 

AI systems should treat everyone 
fairly and avoid affecting similarly 

situated groups of people in 

Example: Gender bias in lending 



Fairness in 
Practice 

Good ML 
practices can 
often improve 

fairness 

Fairness 
improvements 
can often lead 

to overall 
improvements 

Consider 
everything 

Focus on the 
data 



Measurement Fairness Tooling 

Data Integrity 

• Representiveness 
• Quality 
•  Intersectional 

properties 

Label Quality 

• Labelers 
• Coverage 

Model Integrity 

• Representive Power 
of Features 

• Correlations 
•  Interpretability 

Model Effect 

• Measure different 
fairness metrics 

• Calibration 
• Demographic 

Parody 
• False Positive Rate 
• False Negative Rate 

Monitoring 

• Track key metrics 



FAIRLEARN 
github.com/microsoft/fairlearn



Reliability and Safety 

AI systems should operate 
reliably, safely, and consistently 
under normal circumstances and in 

unexpected conditions 

Example: Mining safety 



Privacy and Security 

Like other technologies, AI 
systems should be able to protect 

private information and resist 
attacks 

Example: Tay 



Promising Technologies 

Secure execution environments 

Homomorphic encryption 

Multi-party computation 

Differential privacy 



Injecting Noise with Formal Privacy Rules to avoid 
disclosing data 
 
Advantages: 
•  Privacy guarantees are closed under 

composition 
•  Privacy guarantees are robust to post-

processing 
•  Privacy guarantees are future-proof  
•  Privacy guarantees are provable and tunable  
•  Privacy guarantees are public and explainable 
•  Protects against database reconstruction 

attacks 

Disadvantages:  
• Every use of the private data must be tallied in 
the privacy-loss budget 

[John M. Abowd] 



Inclusiveness 

AI systems should empower 
everyone and engage people  

Example: Australian Dept of Human Services 



https://www.microsoft.com/design/inclusive/ 



Transparency 

People should be able to 
understand how AI systems 

make decisions, especially when 
those decisions impact people’s 

lives 

Example: Cardiovascular disease risk score 



Interpretability 
Tools to understand how the system is 
working 

Explainable Boosting 
Linear Models 
Decision Tree 
Rule Systems 
... 

LIME 
SHAP 
Partial Dependence 
Sensitivity Analysis 
... 



INTERPRETML github.com/microsoft/interpret



Accountability 

People must maintain 
responsibility for and 

meaningful control over AI 
systems  

Example: Facial recognition regulation 



Responsible Meta-Data 



Progression of Responsible AI  



How do we 
proceed? 



? 


